
Win2k Policy Meeting

3-12-03


WH5SW

Present: Jack, me, tom, ken, randy, joe, al, cele, smed, ryan, …
Next Meeing 3-26-03

Mark Minasi’s Newletter…homework

Captive Accounts:


ES&H Local account:


Laptop for BD/Ops


Most approve, no word from Tom then.


Beams-nav-srv



Why admin account gets locked out


Multiple admins – results to reports.



Alternate SID history not used all of the time….cant reauthenticate back up…lmcompatibility to 3 instead of 5????



Policy sets it to 5.




Maybe set Lmcompatibility to 3 on Beams-nav-srv!!!!!


Approved, but 

Expired accounts:


Script to ID when accounts expire.   

Sends mail to users? 

Sends every week

Move to black hole.

Password Expirations

Al updates link every week with password expirations.

TS Exemption proposal.

NetBIOS Block


If computer in domain, painful.


Cached credentials don’t work.    


Initiate  a new connection (“net user”).


VPN – authenticate prior to login.



Offline files…vpn shuts off before offline synch completed.


From enforcement:   must follow


Must audit 


Publish list


Winservers will be left on list?   Build browse list?   No
Account lockout issues

TS
Restrict Anonymous 2  (currently set to 1)
Couldn’t see printers or see queues.


Run Nessus scan after April 3rd
Overwrite/merge

Agreed on by CD Security.

