
12-18-02  PC Managers – Jack Schmidt – FCC2A/B

Next meeting:  1-22-03


IP-based SANS a presentation by Lefthand Networks

Imapserver downtimes:


Open file agent, causes indexes to be corrupted.  Rebuild database indexes.


Imap3 12/21/02 11pm


Imap2 12.28/02 11pm


Imap1 12/28/02 11pm


6-10 hours to rebuild, but mail still queued in the mail gateway.

MS02-068 – 


More dangerous


IE 5.5 6.0


Cumulative patch

MS02-069


Java Virtual Machine


XP, 2K, IE


Can take over computer through an email message or web


Open JavaVM to check version

PSeeKITS to replaced pckits


Fermi Domain


ISO image for patches?


Web server has access to patch areas only.  No licensed software.


Pseekits.fnal.gov

HFNetchk


Reference it on PCKits

NT Exemptions


ID reason and resolution date


May include a system list


No NT 4 domain blanket exemptions


Remote control:



Onsite – (domain members) working soon IPSEC… will be expected to use it.  Has to be in the Fermi Domain to work.



Offsite -  in future a certificate server.

Nessus on Windows:  Randy Reitz


http://computing.fnal.gov/security/

http://computing.fnal.gov/security/Nessus/Fermilab_Security_Scanning_using_Nessus.htm

http://computing.fnal.gov/security/Nessus/Fermilab_Security_Scanning_using_Nessus.htm

Install Nessus client.

Unzip to area on PC


Run batch file – gets your kerberos principal


Puts certificate file in your profile.


Startup Nessus client



Include date in name.  Only lasts a day



Connect to server button




Outdoors.??? .net  – outside border




Sectest.fnal.gov – inside border




Account name is your kerberos username.



Targets are hosts to scan (right-click)


Generate Report


Email Rany list of IP addresses.


