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NetBIOS traffic from offsite is blocked – 


Cant change password


Slow login series

Instructions at http://computing.fnal.gov/security/Nessus/Fermilab_Security_Scanning_using_Nessus.htm
Get-Cert.cmd


8 characters list – fixed


Login problems – cert is expired?  Ignore and go on.
What they like about it


Uses certificates


Rules file on Server.


kerberos
DHCP

Nessus server needs a static IP address.


Gather DHCP hosts from equipdb


Get MAC address for each DHCP host.


Use DHCP lease table to get IP


Refresh????  Randy may write a refresh button.
Logfiles:


Performance is slow on server sectest when overused.

If you want different levels, email nightwatch@fnal.gov.

Example report shown.


Went over Stewart’s scan

netbios-ssn (139/tcp) – enumerate shares   ??? true or false?


Went over a unix example.


