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Matt, Dane, Randy, Tim Z., Joe K., Forni, Schmidt, Cisko, Fidler, TD, ??

Nessus Scans:


Same tools as DOE will user, could occur anytime.


If problems, contact Randy

Division is responsible for systems (not critical system)


Perogative to choose move restrictive policies


If you put special rules in place, GCSCs must write them down.



Don’t need to know about certain specific setups 



But if all server clusters uses port blocking, etc…


Can division use firewalls for their users?



Someone has to set its rule sets



Users have needs….


Black ICE – waiting on DOE.  Held up by continuing resolution.

Security Thugs will show up at scheduling meeting occasionally.


How often do we talk to management?

Block windows network protocols


Date will be 2 +/-1 month from now


All protocols used by windows networking…


Accept a reasonable number of servers.


Won’t except daily updates.


Servers



Keep an eye on:  patches, no open shares


Jack wants DCs done.



Offsite users who need to reset passwords.


Solutions:



Use AFS



Servers not blocked.



VPN – 

Last two attacks (SQL, Web Server attack)


Front Page extension and writable directory on sever.

Autoblocker


Blocking inbound scans – 64/minute and it is blocked


Not automatically blocking outbound scan.


Sub-Critical Systems


Doesn’t stop physics, but would be a major event.   

Mail Server



Pegasus key system


Reasons



Pagasus is only SubCritical system that has a plan.



CD will have a discussion with Division Heads



Odds of external expection is increasing.



DOE – 1st thing they ding you on is lack of documentation.

Certification on every system before it goes into operation.  Response plan, risk analysis.


Responsibility for all non-critical system devices is on Division Head

Incident response – consideration


Commonly abused protocols, have list of most important machines that use that protocol.


Datacomm shuts off to all but important servers.

Joe’s batch files…Client default response rule in settings…policy is automagic.


